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ABSTRACT

Big Data Analytics enables today’s businesses and organisations to process and utilise the
raw data that is generated on a daily basis. While Big Data Analytics has improved effi-
ciency and created many opportunities, it has also increased the risk of personal data being
compromised or breached. The General Data Protection Regulation (GDPR) mandates Data
Protection Impact Assessment (DPIA) as a means of identifying appropriate controls to miti-
gate risks associated with the protection of personal data. However, little is currently known
about how to conduct such a DPIA in a Big Data Analytics context. To this end, we conducted
a systematic literature review with the aim of identifying privacy and data protection risks
specific to the Big Data Analytics context that could negatively impact individuals’ rights
and freedoms when they occur. Based on a sample of 159 articles, we applied a thematic
analysis to all identified risks which resulted in the definition of nine Privacy Touch Points
that summarise the identified risks. The coverage of these Privacy Touch Points was then
analysed for ten Privacy Impact Assessment (PIA) methodologies. The insights gained from
our analysis will inform the next phase of our research, in which we aim to develop a com-
prehensive DPIA methodology that will enable data processors and data controllers to iden-
tify, analyse and mitigate privacy and data protection risks when storing and processing
data involving Big Data Analytics.

© 2021 Georgios Georgiadis and Geert Poels. Published by Elsevier Ltd. All rights reserved.

1. Introduction

tured data (e.g. videos, clickstreams, text). This ‘big data’ is
often too complex to handle with existing data processing
frameworks, which has led to the emergence of Big Data Ana-

Continuous and fast-growing advances in ubiquitous comput-
ing and social media dominate the current technology land-
scape. These advances have made it possible to collect vast
amounts of structured data (e.g. geolocations, stock informa-
tion), semi-structured data (e.g. emails, XML) and unstruc-

lytics, which combines big data with analytical techniques. Big
Data Analytics techniques analyse seemingly unrelated mas-
sive data using computer algorithms capable of turning raw
data into actionable information (i.e. knowledge) to promote
better decision-making (J. Chen et al., 2013), along with a wide

* Corresponding author: Georgios Georgiadis Ghent University, Faculty of Economics and Business Administration, Tweekerkenstraat

2, B-9000 Gent, Belgium.

E-mail addresses: Georgios.Georgiadis@UGent.be (G. Georgiadis), Geert.Poels@UGent.be (G. Poels).

https://doi.org/10.1016/j.clsr.2021.105640

0267-3649/© 2021 Georgios Georgiadis and Geert Poels. Published by Elsevier Ltd. All rights reserved.


https://doi.org/10.1016/j.clsr.2021.105640
http://www.sciencedirect.com/science/journal/02673649
http://www.elsevier.com/locate/CLSR
http://crossmark.crossref.org/dialog/?doi=10.1016/j.clsr.2021.105640&domain=pdf
mailto:Georgios.Georgiadis@UGent.be
mailto:Geert.Poels@UGent.be
https://doi.org/10.1016/j.clsr.2021.105640

2 COMPUTER LAW & SECURITY REVIEW 44 (2022) 105640

array of other purposes. Common to all these purposes is the
derivation of patterns that can be used to understand and pre-
dict behaviour.

While Big Data Analytics has improved efficiency and cre-
ated significant opportunities, especially for providing new
information-intensive services, it has unintentionally in-
creased the risk of data compromise (Klievink et al., 2017) or
breaches. In big data, virtually any data element is identifiable
and can reveal sensitive information when used in conjunc-
tion with other data elements stored in the same or a different
location (McMahon et al., 2020; Mourby et al., 2018). Apart from
putting their reputations at stake through the incorrect or in-
appropriate use of data or failing to comply with the General
Data Protection Regulation (GDPR) (EP, 2016), organisations in-
capable of preventing serious data breaches may suffer puni-
tive financial measures as high as 20 million euros or 4% of
their annual turnover due to substantial legal repercussions
(Salleh and Janczewski, 2016).

The GDPR imposes a Data Protection Impact Assessment
(DPIA) in cases where processing of personal data could im-
pose high risks related to data protection and privacy, that
could negatively impact the rights and freedoms of individ-
uals as specified in Article 35 (EP, 2016). To this end, organisa-
tions must take concrete steps to comply with the legal obli-
gations imposed through the notion of ‘data privacy by design
and by default’ (PbD)! in the early stages of designing their
products and services. In essence, organisations must embed
data protection throughout the life cycle of their data process-
ing whilst remaining aware from the outset of all possible neg-
ative impacts that personal data processing operations can
have on the rights and freedoms of individuals.

Although the concept of the DPIA became known through
the GDPR and is regarded as a relatively new instrument in
most European member states as well as private and public
organisations, it has existed in the form of the Privacy Im-
pact Assessment (PIA)? since the mid-1990s (Clarke, 2009). Al-
though several studies have been conducted on the use of
PIAs, little attention has been paid to understanding whether
these assessments require a different approach in the context
of Big Data Analytics. Moreover, to the best of our knowledge,
the published research on Big Data Analytics has not been sys-
tematically reviewed from the point of view of data protection
or privacy risk assessments, not even after the GDPR came
into force. Other than a description of the privacy issues and
the privacy-preserving techniques used in two case-studies of
government-funded research projects that required analysing

1 The original intention of PbD was to ensure that privacy re-
quirements are taken into account in very early stages of solution
development. While PbD is a broad concept that encompasses sev-
eral dimensions, the GDPR reduced its scope to matters of personal
data protection (EDPS, 2018b).

2 Note that in the literature, the acronyms ‘PIA’ and ‘DPIA’, and
the terms they stand for are used interchangeably. In this paper,
however, any reference to DPIA refers specifically to the GDPR,
while we refer to methodologies for conducting privacy and data
protection risk assessments as PIA methodologies. Here, we use
the term ‘methodology’ to refer to all types and forms of guid-
ance for conducting PIAs (e.g. processes, guidelines), as is com-
mon in the literature (e.g. (Friedewald et al., 2016, p. 22; ICO, 2013;
Wright et al., 2014, p. 156; Wright & De Hert, 2012, p. 5)).

big data and sensitive personal information (Gruschka et al.,
2019), the state of the art regarding personal data protection
or conducting PIAs in a Big Data Analytics context is therefore
unknown. A preceding literature mapping of addressing GDPR
requirements in a Big Data Analytics context through Enter-
prise Architecture Management practices confirmed this lack
of procedural knowledge regarding risk management and data
governance Georgiadis & Poels, 2021).

Our study fills this gap by conducting a systematic litera-
ture review on privacy and personal data protection in envi-
ronments with Big Data Analytics applications. With our study
we make two contributions. First, we systematically review all
privacy and data protection risks identified in the literature
that are relevant to Big Data Analytics and summarise them
into nine Privacy Touch Points. Second, we analyse the cov-
erage of these Privacy Touch Points in ten PIA methodologies
that received attention in our publications sample. The results
of our study not only reveal strengths and weaknesses of ex-
isting PIA methodologies when used in Big Data Analytics en-
vironments, but also inform the development of an enhanced
methodology for conducting a DPIA in contexts where vast
amounts of personal and often sensitive data are processed.

The remainder of this paper is organised as follows: Sec-
tion 2 provides background information on our study to enable
a broader understanding of privacy issues related to Big Data
Analytics, the concept of PIA methodologies and the DPIA im-
posed by GDPR. Section 3 formulates our research questions
and describes our research method, which is based on the Sys-
tematic Literature Review methodology. Section 4 presents the
results of the literature review and analysis to answer the re-
search questions. Section 5 discusses our findings and sug-
gests future research directions. Finally, section 6 concludes
the paper.

2. Background

In this section, we first discuss privacy-related issues that
have arisen with the use of big data. Next, we present the con-
cept of PIA and briefly discuss and compare methodologies
for conducting a PIA. Finally, we introduce the DPIA imposed
by GDPR and reflect on how existing PIA methodologies could
help in providing guidance for conducting a DPIA in a Big Data
Analytics environment.

2.1. Privacy in the era of big data

Big Data Analytics requires a complex ecosystem of users,
powerful infrastructure, services and applications that store,
retrieve and process data from widely scattered sources
(Shin and Choi, 2015). Several studies have shown or pre-
dicted its potential to create value for a wide range of actors
in the global economy (Vesset et al., 2018; Drewer and Mi-
ladinova, 2017; Shirer, 2015; Krasnow Waterman and Bruen-
ing, 2014; McKinseyandCompany, 2011). Alongside these ben-
efits, there are some growing concerns, the most pressing of
which are related to the secure and lawful processing of per-
sonal data under the legal framework in force. The GDPR, in
force since the beginning of May 2018, is the data protection
regulatory framework across all European member states and
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plays a fundamental role in shaping digital markets in the Eu-
ropean Union (EU). Its general objective is to ensure the fair
processing of personal data by setting an array of binding data
protection principles, thereby enabling individuals - or data
subjects - to exert better control over their data. In this sense,
the GDPR aims to enable organisations to better understand
and respond to data breaches that occur despite organisa-
tions’ significant investments in acquiring new competences
and changing business practices.

Complying to the GDPR is particularly challenging in envi-
ronments with Big Data Analytics applications. For example,
it has proven difficult to demonstrate the lawfulness of ex-
ploratory use of Big Data Analytics algorithms as ‘necessary
for the performance of a contract’ under the GDPR (ICO, 2017).
Data ownership and fidelity remain burning issues, with many
unresolved cases ending up in court (Kaisler et al., 2013). More-
over, the impact of data breaches can be more severe as they
may affect the data of many more people. The GDPR encour-
ages organisations to implement protective measures to se-
cure and control the processing of personal data. To this end,
it imposes stringent requirements to the effect that process-
ing operations are better avoided if they are likely to result in
a high risk that could negatively impact the rights and free-
doms of data subjects, while for activities with limited impact
and lower likelihood of risk, organisations are expected to take
measures proportionate to the level of risk (EDPS, 2018a).

Some large-scale breaches have received widespread press
coverage. Equifax Inc., the oldest of the three largest Ameri-
can credit agencies, faced a serious cybersecurity incident in
2017 that affected the sensitive personal information of ap-
proximately 143 million consumers, including European res-
idents (BBC, 2017; Bracy, 2017). The case of Cambridge Ana-
lytica involved a more recent large-scale data breach involv-
ing the illicit harvesting of 50 million users’ personal data
posted on Facebook. A recent data breach incident in Europe
resulted from the online leak of nearly half a million French
people’s sensitive data (Libération, 2021) stolen from around
30 medical laboratories. Information published by the Privacy
Rights Clearinghouse (PRC, 2017) shows that nearly 8000 data
breaches have been made public since 2005 in the United
States alone. For Facebook, 2018 was an unfortunate year, with
one data breach following another (Frier, 2018; rtbf.be, 2019).
The growth in the number and effects of data breach incidents
across industry sectors is alarmingly high, as shown in a year-
end review report of Theft Resource Centre (ITRC, 2020). An-
other study (Ponemon Institute, 2020) showed that the aver-
age data breach has a total cost of $3.86 million and takes 280
days to identify and resolve. In addition to drastically increas-
ing the number of massive data initiatives benefitting from
the power of Big Data Analytics (Sheridan, 2020), the COVID-
19 pandemic has increased legal uncertainties regarding the
potential penalties for non-compliance with the GDPR, given
the large-scale digital surveillance and tracing of individu-
als’ exposure through a wide assortment of hardware devices
and app-based solutions (Bradford et al., 2020; Deloitte, 2020).
Due to the pandemic, already affected sectors like healthcare
and business may remain exposed as Big Data Analytics sup-
ported activities, such as customer interactions and clinical
trials, have become accessible online due to mobility restric-
tions (Bages-Amat et al., 2020; Thorlund et al., 2020).

Despite the increasing occurrence of complex breaches, a
growing number of companies have developed a keen inter-
est in investing in new technologies whose associated busi-
ness models build on the processing of large quantities of data
(Guggenheim, 2016; IDC, 2019). In addition, many organisa-
tions that have outgrown in-house data centres, which suf-
fer from scalability and flexibility limitations, have relocated
their IT resources to the cloud (Alali and Yeh, 2012). Such deci-
sions are inherently complex and risky, particularly when con-
sidering data flows across jurisdictions in transborder storage
(D. Svantesson and Clarke, 2010); the possibility that the data
controller will not exert control over data processing (D. J. B.
Svantesson, 2012); the many vulnerabilities to which data are
exposed (Theoharidou et al., 2013); the proliferation of multi-
ple copies of data (Gloria Gonzalez Fuster, 1989); and the di-
rect or indirect loss or breach of personally identifiable data
(Subashini and Kavitha, 2011), which the Cloud Security Al-
liance (CSA, 2017) has confirmed remains the top security con-
cern for cloud customers.

State-of-the-art tools and measures are required to prop-
erly manage big data’s so-called ‘5Vs’ (volume, variety, veloc-
ity, value and veracity). This, along with the so-called ‘para-
doxical triad’ (Richards and King, 2013) of Big Data Analyt-
ics (identity, transparency and power), implicates privacy con-
cerns (Kaisler et al., 2013; Katal et al., 2013; Labrinidis and Ja-
gadish, 2012) linked to the pervasiveness of data operations.
Consequently, some authors have assumed that the very na-
ture of big data contradicts protection goals for privacy engi-
neering (Hansen et al., 2015) and that Big Data Analytics can-
not adhere to all data protection principles under the GDPR.
In other words, Munir et al. concur with the idea that ‘privacy
is dead because of [big data]’ (Munir et al., 2015, p. 358).

2.2.  Privacy impact assessments

Broadly speaking, a PIA is a management tool that helps
organisations identify, analyse and minimise privacy risks,
whether organisational or technical. Privacy risks can arise
from various sources within an organisation — for example,
at an early stage in a project’s design phase or from threats
emanating from the external environment. Sometimes these
risks simply arise from the continued use of existing systems,
technologies, or processes. PIAs allow organisations to sys-
tematically assess privacy risks and their potential effects on
an activity, proposal or project that involves the processing
of personal data, thereby ensuring privacy by design, as or-
ganisations are aware of all possible consequences of their
data processing operations from the outset (Cavoukian and
others, 2009). By providing organisations with useful insights
into their own data processing operations, a PIA can improve
informed decision-making by revealing internal communica-
tion gaps and hidden assumptions. As a result, PIAs enable
organisations to reduce costs in terms of management time,
legal expenses, and potential negative media coverage.

Like other types of impact assessments, a PIA enables the
identification and assessment of the potential consequences
of an activity or proposal, but with a focus on the impact
of privacy risks. Some definitions go further than presenting
PIA as a risk impact assessment instrument. For example, the
ISO/IEC 29,134:2017 guidelines for privacy impact assessment
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consider PIA as an element of accountability for providing ev-
idence that an organisation has instituted appropriate mea-
sures to avoid privacy risks and prevent breaches (ISO, 2017).
We prefer to use in the context of our study the definition of
Roger Clark, who defines PIA as “a systematic process for evaluat-
ing the potential effects on privacy of a project, initiative or proposed
system or scheme” (Clarke, 2009, p. 1). Hence, we do not require
that PIA is also an instrument for collecting evidence of legal
compliance as a PIA does not necessarily refer to a particular
legal framework like the DPIA imposed by the GDPR does.

As a concept, PIA emerged and fully developed be-
tween 1995 and 2005 (Clarke, 2009; Tancock et al., 2010b;
Wright, 2011b). Currently, there are PIA methodologies pub-
lished by governmental agencies in at least 10 jurisdictions
(Clarke, 2011) and for different industries and sectors. Exam-
ples include the guidance documents developed by govern-
ment agencies in English-speaking common law countries
such as Australia, Canada, the United States (US), New Zealand
(NZ) and the United Kingdom (UK) (OAIC, 2019b; OPC_NZ, 2007;
OPC-CA, 2019; OPCL-US, 2012), the Privacy Impact Assessment
Guideline for Radio-Frequency Identification applications (M.
C. Oetzel et al,, 2011) and the Guidance on Privacy Impact
Assessment in health and social care (HIQA, 2017). This co-
existence of multiple proposals - a phenomenon quite well
known in other disciplines (e.g. frameworks in enterprise ar-
chitecture (Schekkerman, 2004)) — was likely the motivation
for the attempt by ISO to standardise the guidelines for con-
ducting a PIA (SO, 2017).

Some noticeable differences amongst PIA methodologies
include the range of methods that can be considered, from a
simple, small-scale privacy compliance audit to a full-scale,
legally mandated assessment of privacy risks and liabilities
with the key objective of earning public trust. Their com-
mon characteristics include their use at the outset of new
programmes, services and technologies for keeping decision-
makers and stakeholders aware of the disturbing implica-
tions of data mishandling, such as negative media atten-
tion and considerable financial losses (Tancock et al., 2010a).
PIAs should not be considered one-off operations. Rather,
they should be regularly reviewed and updated considering
changes in technology or processing operations. As their un-
derlying processes aim to identify risks and solutions ade-
quate for protecting personal data, their scope is not strictly
limited to producing a report that demonstrates compliance.

Opponents of PIAs consider them a costly bureaucratic
hassle (Wright, 2011b) or forced exercise to appease the le-
gal team (Easton, 2017). In reality, a properly conducted PIA
starts at the beginning of a project, where the cost of change is
relatively minimal and influence on project direction is much
higher. However, a PIA may be revised multiple times during
the life cycle of the project or data processing operation under
consideration.

Although PIAs may be perceived as integral to project plan-
ning and risk management, they differ from other risk man-
agement and compliance techniques - such as privacy audits,
privacy law compliance checks and privacy issue analysis - in
their broader scope and aim as well as in that they are not ap-
plicable only to existing systems (Clarke, 2009; OPC_NZ, 2007;
Wright, 2011c). Broadly speaking, the scale of a PIA largely
depends on the amount and sensitivity of personal informa-

tion being processed (which often reflects the number of peo-
ple that may be impacted), the availability of the required re-
sources, the potential for privacy invasion entailed by the in-
volvement of new or additional technologies, and obligatory
status (i.e. whether the PIA is mandated by law). For exam-
ple, conducting separate PIAs for the SAVE and E-Verify pro-
grammes (DHS, 2007, 2011) was mandatory under US law.

In terms of actors’ engagement in a PIA, a mixture of inter-
nal and external stakeholders with different areas of expertise
and varying levels of participation is advised. It is often recom-
mended to involve people in different parts of an organisation
to ensure the strong endorsement of all interested or affected
parties as well as a mix of types of expertise, such as legal,
scientific and ethical (Scudder et al., 2018; Wright et al., 2011).

While there are numerous guides of varying origin and
quality (Clarke, 2011), no PIA methodology explains in suffi-
cient detail how to carry out a risk impact assessment for
different types of privacy issues (De and Le Métayer, 2017;
Meis and Heisel, 2016; M. C. Oetzel and Spiekermann, 2014;
Wrightetal.,2010). Along with the demonstrated reluctance to
engage external stakeholders (Clarke, 2011; Puijenbroek and
Hoepman, 2017), this has made conducting PIAs a challenging
process (Bieker et al., 2018). Various researchers have noted
issues with the PIA process, including (Puijenbroek and Hoep-
man, 2017; Wadhwa, 2012; Wadhwa and Rodrigues, 2013), who
identified some common weaknesses while carrying out a
field study on the use of PIAs in practical contexts.

2.3. Data protection impact assessments under the GDPR

In light of the discussion of PIAs in sub-section 2.2, we con-
sider the DPIA mandated by the GDPR as a form of PIA whose
primary focus is on compliance with the seven fundamental
principles of personal data protection at the core of the GDPR.
Much like a PIA, the DPIA aims to identify and address issues
related to the handling of personal data early in a project’s
life cycle. In doing so, it raises awareness and builds trust
by demonstrating an organisation’s commitment to process-
ing personal data by secure, transparent and lawful means
(WP29, 2017). Accordingly, the reasons for conducting a DPIA
and many of the underlying process steps are fundamentally
similar to those of a PIA (Yordanov, 2017). It is therefore not un-
common to see both terms to be used indiscriminately in aca-
demic and professional articles. Nevertheless, DPIA and PIA
are different concepts. Roger Clark (Clarke, 2017) has noted
important differences in scope and basic value drivers. The
broader scope of PIA goes beyond the protection of personal
data to include four additional dimensions: bodily privacy, pri-
vacy of personal behaviour, privacy of personal communica-
tion, and privacy of personal experience (Bas Seyyar and Ger-
adts, 2020; Clarke, 1999). In other words, a PIA is governed by
societal values and has no exclusion or exemption in terms
of privacy protection. Some PIAs also go beyond the scope
of legal frameworks by addressing, for example, general ethi-
cal considerations about privacy and personal data handling
(Binns, 2017).

According to Article 35(1) of the GDPR, a DPIA becomes
compulsory when the likelihood of data processing activities
results in high risk that could negatively impact the rights and
freedoms of the individuals whose data are concerned. Article
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35(3) also sets outs three more types of processing operations
requiring a DPIA:

1) systematic and extensive profiling with significant effects;
2) large scale use of special categories or ‘sensitive’ data; and
3) public systematic monitoring on a large scale.

A DPIA may also be required for cases whereby the risk of a
processing operation previously labelled as low has changed
to high as well as when it is uncertain where a certain pro-
cessing operation belongs.

In the context of Big Data Analytics, the rights of the data
subjects that must be protected and the types of high risks
to avoid are not entirely clear, as they are usually depen-
dant on how the law is interpreted (Yordanov, 2017). As a
result, the scope of a DPIA has been somewhat uncertain
(Gongalves, 2017), while at the same time there are no con-
crete requirements for how an organisation should conduct a
DPIA. For example, the reference to ‘using new technologies’
in Article 35(1) is very generic and does not necessarily entail
risks arising from the processing of big data. The participation
of various stakeholders is stressed in Article 35(9) but without
an explanation of how such participation should occur.

In an attempt to improve clarity regarding the processing
operations that require a DPIA, supervisory authorities such
the ICO and European Data Protection Board (EDPB) have pub-
lished guidelines (EDPS, 2019; ICO, 2019, pp. 199-200) that set
forth a non-exhaustive list of criteria to be used in determin-
ing the processing operations of high-risk endeavours. These
criteria were further refined into what was already presented
in (WP29, 2017) and adopted in the 4 October 2017 revision.
Given that certain emerging technologies and practices, such
as Big Data Analytics, have significant influence on the rights
and freedoms of individuals, there is a continual need to in-
clude further instances of data processing (Bieker et al., 2016).
A good reason is that the EDPB? continuously reviews the lists
proposed by the national Data Protection Authorities in accor-
dance with Article 35(4).

Although Roger Clarke’s taxonomy of privacy dimensions
(Clarke, 2017), (Finn et al., 2013) has been expanded with two
additional privacy types to capture the impact of emerging
technologies (Finn et al., 2013), his point of view on the dis-
similarity between privacy and data protection is consistent
with the findings of other scholars (Kokott and Sobotta, 2013)
and international Steering Committees papers (Council of Eu-
rope, 2014), which studied means by which individuals exer-
cise their right to freedom of expression and information par-
ticularly in the context of the EU law. While the process for un-
dertaking the PIA and DPIA types of impact assessment may
be similar, their scope and contexts are different. Consider-
ing the DPIA’s self-imposed limitation to personal data pro-
tection and that it is not a risk management approach sensu
stricto — the GDPR fosters zero tolerance towards residual risks
and does not consider justifiable risks in processing data sub-

3 The EDPBis an independent European body composed of repre-
sentatives of the national DPAs and the European Data Protection
Supervisor (EDPS). Its purpose is to promote cooperation and en-
sure the consistent application of data protection rules across the
EU.

jects’ data and entering in their personal space — we support
(De Hert et al., 2012)’s remark that the terms DPIA and PIA
must be used consistently and not interchangeably.

With this background on the specific challenges of safe-
guarding privacy and protecting personal data in environ-
ments with Big Data Analytics applications, PIA (methodolo-
gies), and the GDPR’s DPIA, the research goal of our study can
be more precisely formulated as investigating, based on lit-
erature review and analysis, what can be learned from PIA
methodologies to perform a DPIA in a Big Data Analytics en-
vironment under the GDPR. For this purpose, the aim of our
study is to analyse the extent to which existing PIA method-
ologies cover data protection and privacy risks specific to Big
Data Analytics.

3. Research method
3.1. Research approach

This paper surveyed recent and publicly accessible papers
from prominent journals, conferences and Data Protection
Authorities using a Systematic Literature Review approach.
The original aim was to study current and still-in-use PIA
methodologies and thereby search for any privacy or data pro-
tection risk assessment approaches that have been developed
for the Big Data Analytics context. As it soon turned out that
this approach would not deliver much concrete results, we
changed our strategy. Our new aims were to identify, based on
the reviewed literature, the specific privacy and data protec-
tion risks incurred in a Big Data Analytics context and to de-
termine the degree to which PIA methodologies covered these
risks. The objective of our study was to obtain information
that would enable us to develop a methodology for conducting
a DPIA that addresses Big Data Analytics specific privacy and
personal data protection risks while taking into consideration
the underlying GDPR legal requirements. With this paper, we
hope to advance knowledge relevant to real-life organisational
problems of data governance in environments employing Big
Data Analytics (Floridi, 2006).

3.2 Research questions

With the above aims and research objective in mind, our lit-
erature review and analysis addressed the following research
questions:

(RQ1): What are the specific privacy and data protection risks for
Big Data Analytics?

Answering RQ1 requires the investigation of two sub-
questions, RQ1.1 and RQ1.2, related to the identification of pri-
vacy risks and data protection risks, respectively. RQ1 will be
answered based on what we find in the reviewed literature.

(RQ2): To what extent do the PIA methodologies that have re-
ceived attention in the reviewed literature, cover the risks identified
in RQ1.1 and RQ1.2?

The answer to RQ2 will require an analysis of our own as we
found that this research question has not been addressed in
the literature. However, for the selection of PIA methodologies,
we used the reviewed literature.
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Table 1 - Research questions and their motivation.

1D Research Question

Motivation

RQ1 What are the specific privacy and data protection
risks for Big Data Analytics?

RQ1.1 What are the privacy risks in the Big Data Analytics
context?

RQ1.2 What are the data protection risks in the Big Data
Analytics context?

RQ2 To what extent do the PIA methodologies that have

received attention in the reviewed literature, cover
the risks identified in RQ1.1 and RQ1.2?

We need to know the privacy and data protection risks specific to Big
Data Analytics in order to assess the potential of PIA methodologies
to be applied to systems using Big Data Analytics.

We divided RQ1 in two sub-questions, acknowledging that privacy
and data protection are not identical and have areas where their
scope diverges, just as there are areas where their scope overlaps (see
section 2 on the background for our study).

For determining the privacy risks, we used as a guide the taxonomies
of (Clarke, 2014) and (Finn et al., 2013). The latter because it adds two
privacy types pertinent to recent technological advances. For data
protection risks, we largely relied on Recital 75 of the GDPR.

After having determined the referenced PIA methodologies in our
publications sample, we identified how well these methodologies
address the assessment of privacy risks and data protection risks
specific for Big Data Analytics.

Table 1 presents a more elaborate motivation for each re-
search (sub-)question.

3.3.  Systemic literature review process

Our literature review was conducted systematically following
the guidelines originally advocated by (Kitchenham, 2007,
Tranfield et al, 2003) and subsequently refined by
(Turner et al, 2010). The Systematic Literature Review
methodology goes beyond an overview and annotated bibli-
ography by suggesting a scientifically rigorous synthesis of
primary studies. It delves deeply into the literature and is
comprehensive in scope, including all relevant material. As
such, it enables researchers to identify gaps in the current
literature, offers explicit and full explanations of how the
research was carried out and follows a systematic approach.
In other words, it is repeatable and consistent. In addition to
its narrower scope, which requires a more thorough search
process and quality evaluation (Petersen et al, 2015), a
distinguishing feature is its evidence-driven nature.

Our review involved several activities, shown in Fig. 1, and
consisted of three phases: planning, conducting, and report-
ing. Schematically, Fig. 1 shows the associated paper’s (sub-
)section for each activity. The planning stage was partly re-
ported in sub-sections 3.1 and 3.2, where we defined our re-
search objective, aims and research questions. The review pro-
tocol comprises the list of data sources, search strategy (i.e.
string(s) of search terms), the period coverage of the primary
studies and the inclusion and exclusion criteria for paper
screening. Next, in the conducting stage, the selected search
strings were used to search the online databases based on the
review protocol. The search results we obtained were analysed
to identify pertinent studies based on the inclusion and ex-
clusion criteria defined in the planning phase. Finally, in the
reporting stage, we discussed the results of the review in suffi-
cient detail by combining the facts gathered from the studies
and reported the findings while answering the research ques-
tions.

3.4.  Defining the review protocol and conducting the
search

Due to the multidisciplinary nature of our research topic, we
considered the databases with the most returned records in
our preceding literature mapping of addressing GDPR require-
ments in a Big Data Analytics context (Georgiadis & Poels,
2021). We therefore decided to include the following digital
databases: ACM,* EBSCOhost,” ScienceDirect,® HeinOnline,’
IEEE Xplore,® International Data Privacy Law,” Web of Sci-
ence,’® ProQuest,'' Scopus'? and Taylor & Francis Online.™

Our research questions were used to determine the search
keywords. To develop the search strings, we combined the
terms ‘privacy’, ‘assessment’, ‘risk’, ‘evaluation’, ‘impact’ and
‘big data’ or their abbreviations with Boolean (AND, OR) oper-
ators, yielding the following two search strings:

1) ‘privacy impact assessment’ OR pia OR ‘privacy impact state-
ment’ OR ‘data protection impact assessment’ OR dpia OR ‘im-
pact assessment’ OR ‘privacy risk assessment’ OR ‘privacy risk’
OR ‘privacy evaluation’ OR ‘data protection risk assessment’ OR
‘data protection risk’ OR ‘data protection evaluation’

(‘privacy impact assessment’ OR pia OR ‘privacy impact state-
ment’ OR ‘data protection impact assessment’ OR dpia OR ‘im-
pact assessment’ OR ‘privacy risk assessment’ OR ‘privacy risk’
OR ‘privacy evaluation’ OR ‘data protection risk assessment’ OR
‘data protection risk’ OR ‘data protection evaluation’) AND ‘big
data’

N
—

ACM (dl.acm.org)
EBSCOhost (www.ebsco.com)
ScienceDirect (www.sciencedirect.com)
HeinOnline (heinonline.org)
8 IEEE Xplore (ieeexplore.ieee.org)
9 International Data Privacy Law (academic.oup.com)
10 Web of Science (apps.webofknowledge.com)
11 ProQuest (search.proquest.com)
12 Scopus (Www.scopus.com)
13 Taylor & Francis Online (www.tandfonline.com)

o v

~


http://www.ebsco.com
http://www.sciencedirect.com
http://www.scopus.com
http://www.tandfonline.com
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Fig. 1 - Systematic literature review process phases and activities (based on (Kitchenham, 2007; Tranfield et al., 2003),

(Turner et al., 2010)).

Table 2 - Inclusion and exclusion criteria.

Reason

Type Description

Inclusion Peer-reviewed publications or documents available

Criteria on the Data Protection Authorities websites
Contributions published after
January 1995
Contributions with a focus on the GDPR or similar
legal frameworks, privacy or data protection risks
and big data

Exclusion Paper not written in English

Criteria Focus is mainly on technologies/

tools (and hence not related to the research
questions)

Duplicated contributions

Papers with no full-text version

We mostly targeted journal papers and conference proceedings.
Because most PIA methodologies are promoted and typically
maintained by Data Protection Authorities, we also added pertinent
article references found on their respective websites.

This point in time coincides with when the PIA gained momentum as
a tool. The DPIA appeared much later, in 2013, given the history of the
GDPR.

To study only articles relevant to our domains of interest.

Our language of understanding.

We are interested in studying approaches or methodologies and
therefore excluded technical solutions that did not provide guidance
on how to conduct a PIA.

To identify and eliminate all papers with the same title or content.
A Systematic Literature Review requires the complete content of a
publication to be reviewed.

The purpose of the first string was to obtain an overview of
the research area and publication space, whereas the second
looked specifically for risk assessments of any type involving
big data.

Where a database’s functionality allowed, we selected
peer-reviewed articles from the disciplines of computer sci-
ence, the social sciences, engineering, business, finance, man-
agement, information science and law. We also carried out a
parallel manual search using the names of authors and the
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Fig. 2 - PRISMA flowchart.

works cited in the reference section of the retrieved papers
and applied the backward and forward snowballing technique
described by (Jalali and Wohlin, 2012). Due to the historic na-
ture of the PIA methodologies, we also looked for articles and
other pertinent online material, such as guides or white pa-
pers, on the websites of their origin Data Protection Authori-
ties.

Table 2 depicts our inclusion and exclusion criteria. Papers
that were irrelevant to the research questions were excluded,
as were those in a language other than English. We considered
publications from January 1995 onwards, as this point coin-
cides with when the PIA gained momentum as a privacy tool
(Clarke, 20009).

4. Review and analysis results

4.1.  Sifting and selecting relevant articles

The paper screening followed the steps outlined in the
PRISMA statement (Liberati et al., 2009), illustrated in Fig. 2.

PRISMA is an evidence-based methodology that is often used
for reporting systematic literature reviews. Following PRISMA
in the reporting improves transparency and completeness.
Each step aims to ensure that the systematic literature review
can be replicated or reiterated in the future.

Our search returned 1399 papers from the 10 databases
listed in Table 3, which presents the papers found in each
database along with the number retained after each phase.
The PRISMA process began by storing the articles yielded by
the electronic database searches in separate groups in the
EndNote 20 reference management application. As we used a
mix of publisher-dependant databases, such as Taylor & Fran-
cis Online, and independent databases, such as Scopus, we
encountered various duplicate papers. EndNote allowed us
to easily detect and eliminate duplicates within each group
(i.e. internal duplicates) and across groups (i.e., external du-
plicates). After eliminating duplicates, 1158 documents re-
mained.

During screening, we examined article titles and abstracts
against the inclusion and exclusion criteria listed in Table 2 to
ensure that they matched our topic of interest. In total, 200
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Table 3 - List of online databases and number of papers retrieved from each database.

Database # Initially Found # After Screening based on # After Eligibility Check
(including duplicates) title and abstract based on full paper

ACM 38 6 1

EBSCOhost 4 2 0

ScienceDirect 233 47 28

HeinOnline 8 8 7

IEEE Xplore 176 25 17

International Data Privacy Law 13 11 9

Web of Science 199 15 4

ProQuest 174 29 25

Scopus 168 48 53

Taylor & Francis Online 386 9 4
1399 200 148

unique articles remained after screening. Next, in the eligibil-
ity check step, we re-examined the inclusion criterion ‘Con-
tributions with a focus on the GDPR or similar legal frame-
works, privacy or data protection risks and big data’ and the
exclusion criterion ‘Focus is mainly on technologies/tools (and
hence not related to the research questions)’ based on the full-
text versions of the papers. After this eligibility check, 148 pa-
pers remained in our publications sample. An additional 11
articles were then added to this sample, resulting in a final
sample of 159 articles. These 11 articles were discovered on
the Data Protection Authorities websites and after applying
the backward and forward snowballing technique described
in (Jalali and Wohlin, 2012).

Since analysing the full texts of these 159 articles required
a lot of coding work, we used MAXQDA 2020 software to or-
ganise the PDF documents of the articles, which had previ-
ously been stored in EndNote along with their metadata, into
(sub)groups based on their source of origin and areas of in-
terest, database name, privacy and data protection issues, Big
Data concerns, regulation & guidelines, impact assessment
methodologies, and other concerns. We then used the features
of MAXQDA to extract relevant text passages from each docu-
ment and categorise them under thematic groups (codes) rel-
evant to our research questions. These codes were identified
using the five generic value chain phases for Big Data Analyt-
ics defined and mapped in (ENISA, 2015). This made it easier
for us to identify the specific privacy (RQ1.1) and data protec-
tion risks (RQ1.2) for environments where Big Data Analytics
applications are deployed, group the papers that justify our
definition of each of these risks, and select the PIA method-
ologies that we analyse in terms of the extent to which these
risks are covered (RQ2).

4.2. Answers to research questions

RQ1: What are the specific privacy and data protection risks
for Big Data Analytics?

In our literature review, we identified nine key risks or
harms associated with the storage of Big Data and the appli-
cation of Big Data Analytics. Four of these risks relate more to
privacy and five to data protection. The identification of these
risks was done using an iterative research technique called

Template Analysis,'* a generic form of thematic analysis that
offers a structured approach to hierarchical data coding. Ini-
tially, we started with an a priori code structure consisting
of five codes corresponding to the value chain phases of Big
Data Analytics defined in (ENISA, 2015). The five value chain
phases for Big Data Analytics are: data acquisition and collec-
tion, data analysis, data curation, data storage, and data usage.
These were mapped ‘many-to-many’ to the following Privacy
by Design strategies: minimize, aggregate, hide, inform, con-
trol, separate, enforce, demonstrate (e.g. strategies relevant to
data storage are hide and separate). We then assigned codes
to segment the text of the examined articles. In this process,
we identified additional codes and subcodes corresponding to
recurring themes. Lastly, we organised themes into clusters
to produce the most general higher-order themes, which pro-
vided the classification dimensions of our schema. To avoid
the abundant use of the term ‘risk’ in the paper, we named
these themes ‘privacy touch points’ (PTPs). So, PTPs are what
we defined as the four privacy risks (PTPs (4), (6), (8) and (9))
and five data protection risks (PTPs (1), (2), (3), (5) and (7)) spe-
cific to Big Data Analytics, based on our analysis of the re-
viewed literature.

Although privacy and data protection risks are not entirely
equivalent, there is no definitive agreement on the definition
of the risks that fall under these two terms. For the purposes
of this paper, we have relied on (Clarke, 2017), (Finn et al., 2013)
taxonomy of privacy dimensions and the definition of Recital
75 of the GDRP. For example, we classified PTP (1) as a data pro-
tection risk because data controller is a core role in the GDPR
while one could argue that PTP (3) is both. The reason why we
classified it as (more) data protection related is purely subjec-
tive and related to the Recital 75, which states that ‘...here the
processing may give rise to discrimination, identity theft or
fraud, financial loss, damage of reputation, ...".

PTP(1) Unclear data controllership. The transfer of big data
from one place or recipient to another results in a diverse
controllership. Consequently, it is difficult to understand and
ensure compliance with privacy requirements amongst data
controllers. Existing mechanisms that rely on privacy by pol-

1 https://research.hud.ac.uk/research-subjects/human-health/
template-analysis/what-is-template-analysis/
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icy — such as (informed and explicit) consent and privacy no-
tices or ‘notice-and-consent’ models (Mantelero, 2016) - fail to
provide transparency and control sufficient for individuals to
understand how their data have been collected and used (Al-
Fedaghi, 2012; Gruschka et al., 2019; Mantelero, 2014; Zarsky’,
2017). In this regard, Barocas and Nissenbaum (Barocas and
Nissenbaum, 2014b) argued that notices should cover infor-
mation that Big Data Analytics might yield.

PTP(2) Identification of individuals from derived data. By
exploiting computer power and vast quantities of data,
Big Data Analytics techniques enable inferences from
undisclosed information that can be used to identify an
individual, whether alone or combined with other infor-
mation® (Anindya et al.,, 2017; Bertino, 2015; Crawford and
Schultz, 2014; Kumar, 2012; Mantelero, 2016; Sampson, 2014).
Such features have made re-identification easier, arguably
to the point of undermining the value of anonymisation
(Altman et al, 2018; Barocas and Nissenbaum, 2014a;
Gruschka et al, 2019; Ohm, 2010). (Narayanan and
Shmatikov, 2008; Sweeney, 2002), for instance, demon-
strated how the linking of data sets can render the benefits
of anonymisation unviable. This has had a direct impact
on medical research, in which huge quantities of data are
aggregated from different sources, as it is important for
practitioners to have a full and accurate picture of several
people’s medical histories (Birnhack, 2019).

PTP(3) Discrimination issues affecting moral (e.g. stigma-
tisation) or material (e.g. reducing the chance of finding a
job) personal matters. The increasing risk of statistical dis-
crimination (Barocas and Selbst, 2016; Favaretto et al., 2019;
MacCarthy, 2018; White House, 2016) or ‘data determinism’
(Ramirez, 2013, p. 7), a by-product of Big Data Analytics, may
cause non-material damage to data subjects in accordance
with Recital 75 of the GDPR. To illustrate this phenomenon,
IDC used the concept of the ‘digital shadow’ (Gantz and Rein-
sel, 2011) to describe the amount of data about a particular in-
dividual that is collected, organised and analysed. Similar to
‘smart’ surveillance (Wright et al., 2010) and data-sharing sug-
gestions to avoid the so-called ‘digital dark age’ (Jeffrey, 2012),
the problem with digital shadowing lies in the inability of pri-
vacy laws to control how information may be used by enforce-
ment agencies, companies, groups or individuals themselves
in different geographical locations.

PTP(4) Lack of transparency. The opacity of contemporary
data processing activities, along with how big data are eventu-
ally used, may have nothing to do with the purpose set or an-
ticipated at the time of initial data collection (Gloria Gonzalez
Fuster, 1989; Rubinstein, 2012). Apart from transparency in-
fringement, this could lead to intervenability issues, as it in-
creases the risk that data subjects will be unable to assess and
exercise their rights (German Federal and State Data Protec-
tion Commissioners, 2016). The loss of data subjects’ trust in
the processing of their data could result in diminished data
quality (ENISA, 2015), a critical factor in producing reliable an-
alytics (Jugulum, 2016).

PTP(5) Increased scope leading to further processing in-
compatible with the initial purpose. New types of privacy

15 Sometimes referred to as auxiliary information (Ohm, 2010).

threats could result from the ability of big data to re-
contextualise data (Birnhack, 2019), combined with the antici-
pated 11.9% growth rate of further investments in Big Data An-
alytics solutions over the 2017-2022 period (Vesset et al., 2018)
and the increasing exposure of personal data in data-fertile
fields such as healthcare, manufacturing, banking and the
public sector (Kumar, 2012; Quinn and Quinn, 2018). Perhaps
the most compelling is the forecast for the global genetic test-
ing market with its massive consumer genomics databases,
which is expected to achieve a substantial growth rate of 11.3%
between 2018 and 2025.'° Unlike other types of personal data,
an individual’s genetic or human genomic sequence data are
immutable (Gostin, 1995). Even with today’s computing power,
the processing of these data may reveal abundant sensitive'’
information about an individual that bears no relation to what
was originally intended. Worse still, attempts to protect these
data using techniques like anonymisation are not invincible
to re-identification attacks (El Emam et al., 2011).

PTP(6) Improper treatment of different types of privacy
risks and data breaches. With the growing integration of gov-
ernment programmes resulting from transformations of pub-
lic administration around ICTs such as e-government and
open data (Bertot and Choi, 2013; Buhr and Kleiner, 2012),
big data-sharing activities are becoming commonplace. The
same applies for the new Big Data Analytics approaches
that have gradually appeared in the market following the
as-a-Service model (Ardagna et al., 2016). These could lead
to new types of data breaches and, in turn, inadequate
handing of personal information (Alshehri and Drew, 2010;
Otjacques et al,, 2007). In addition, as field researchers and
practitioners have remarked, existing security schemes and
technologies strive to satisfy pertinent requirements and ex-
pectations (H. Chen and Yan, 2016; Nelson and Olovsson, 2016;
Sagiroglu and Sinanc, 2013). However, current research con-
firms that the security and privacy of big data have received
relatively less focus despite being strategically vital for organ-
isations (Akoka et al., 2017; Liu et al., 2017). As a rich organi-
sational asset with distinct features, big data are also subject
to another type of breach connected to the unauthorised dis-
closure or loss of knowledge when information is extracted
from raw data. Big data may not be personal per se, but when
combined and analysed using sophisticated algorithms, they
can furnish additional facts about an individual (Mai, 2016).
This poses a new type of privacy and security threat in the
context of the GDPR (Akma et al., 2018; Nadimpalli and Ku-
mari, 2012). Consequently, we expect that a wide array of com-
plex and costly data breach incidents will occur in the years
to come.

PTP(7) Limited range of stakeholders’ involvement. For
practical reasons — namely, to avoid increasing the workload
and time required to conduct a DPIA — Article 35(9) of the GDPR
considers optional the participation of external (to the or-
ganisation) stakeholders whose data are predominantly pro-
cessed in a Big Data Analytics context. However, to ensure
fairness and transparency, the perspectives and concerns of
a broad range of stakeholders are vital in risk assessment

16 https://www.alliedmarketresearch.com/genetic-testing-
market.
17 The GDPR refers to this as a ‘special category’ of data.
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(Wright, 2013), as they allow for the building of less privacy-
invasive systems and processing operations (Wright, 2011b).

PTP(8) Practical issues due to procedural vagueness. Ex-
isting PIA methodologies have been criticised for being
rather theoretical. As they do not provide a practical guide
for assessing (for instance) the design of complex systems
or technologies involving different data privacy concerns
(Ahmadian et al., 2018; M. Oetzel and Spiekermann, 2017), in-
cluding an objective way to assess and present privacy im-
pacts and monitor the efficiency of countermeasures. To prop-
erly assess privacy risks that are often poorly understood and
resource intensive to explore, it is necessary to have a com-
mon language and a clear process along with an understand-
ing of the different roles involved and patterns or templates
to use (Ferra et al., 2020). For example, big data operations that
are not similar in terms of the risks presented and that involve
multiple or joint data controllers are inherently complex and
require a more accurate and detailed guide than three clauses
in Article 26 of the GDPR.

PTP(9) Treatment of indirect privacy harms.'®
(Crockett et al., 2018; C. D. Raab, 2020; Wright and De
Hert, 2016) argued that societal and ethical concerns should
also be addressed when dealing with big data. As an example,
they mentioned abuse practices in the solidarity principle
that results from the accumulation of information power
whenever health insurance organisations require unre-
stricted access to knowledge. The exploitation of big data in
healthcare - especially during the COVID-19 outbreak, which
caused an unprecedented pressure on services to prevent
needless deaths - has generated significant ethical challenges
that, apart from unlawful practices, can affect societal norms
and values (EESC, 2016; Ienca and Vayena, 2020; Zwitter and
Gstrein, 2020). Similar to ordinary surveillance, big data
introduce a type of pervasive social surveillance that can
be either voluntary or mandatory, as when issued by courts
(Mantelero and Vaciago, 2013). The difficulty of assessing algo-
rithmic processing via artificial intelligence techniques poses
manifold new threats due to the wide-ranging ethical dimen-
sions of big data with regard to their interactions with less
entrenched information flow norms that may differ across
socio-cultural contexts (Barocas and Nissenbaum, 2014b).
In this context, the European Data Protection Supervisor
and EDPB (EDPS, 2015) have strongly endorsed ethics in the
processing of big data to emphasise (as have many scholars)
that the real problem arises in use (Krasnow Waterman and
Bruening, 2014). The rapid emergence of Big Data Analytics
has made it practically impossible to explain all the possible
uses of data at the time they are initially gathered.

RQ2: To what extent do the PIA methodologies that have
received attention in the reviewed literature, cover the risks
identified in RQ1.1 and RQ1.2?

18 Privacy harm differs from privacy risk in that it refers to the
negative impact on a data subject, a group of data subjects or
the entire society caused by loss of control or privacy violations
against external factors such as societal norms (Joyee De and Le
Métayer, 2016). Privacy harms are often used to assess privacy risks
based on risk sources and weaknesses (Sion et al., 2019).

We first discuss our selection of PIA methodologies and
next investigate the extent to which they cover the nine PTPs
that answer RQ1.

4.2.1. Selection of PIA methodologies

We identified 13 established PIA methodologies in our
publication sample (Table 4). Twenty articles referred
to the DPIA imposed by the GDPR (i.e. (Bu-Pasha, 2020;
Bisztray and Gruschka, 2019; Coles et al., 2018; Crockett et al.,
2018; Custers et al., 2018; Raphaél Gellert, 2018; Drewer
and Miladinova, 2017; Easton, 2017; Raphael Gellert, 2017,
Gongalves, 2017; Edwards et al, 2016; Mantelero, 2014;
Notario et al, 2015; Puijenbroek and Hoepman, 2017;
Quinn and Quinn, 2018; Todde et al., 2020; van Dijk et al,,
2016; Wei et al., 2020; Wright and Raab, 2014; Yordanov, 2017)).
The EU DPIA has likely received interest with the introduction
of the GDPR as the new data protection regulation in Europe
and because it mandates impact assessments for privacy-
vulnerable data processing operations. More than half of the
159 articles in our publication sample were published after
2015, which corresponds to the part of the timeline!® where
the GDPR’s final text was more well known. As the EU DPIA is
merely a general guideline for conducting a data protection
impact assessment, and not a methodology, it is not included
in Table 4.

The most referenced PIA methodology in Table 4 is the ICO
PIA methodology from the UK government. The UK’s ICO has
been a longstanding advocate and pioneer in Europe for mak-
ing the first guidance documents for conducting a PIA publicly
available (Clarke, 2009). Nowadays, the ICO PIA methodology —
as well as many other European PIA methodologies, excluding
those that are sector specific - is practically similar to the EU
DPIA in terms of content, however, its level of methodological
guidance is different.

Apart from the ICO PIA methodology, the other twelve es-
tablished PIA methodologies in Table 4 were mentioned in
one to nine papers. Some papers (i.e. (Ahmadian et al., 2018;
Di Iorio et al., 2020; Edwards et al., 2016; Himmel et al., 2015;
Joyee De and Le Métayer, 2016; Mantelero, 2018; Meis and
Heisel, 2016; Notario et al., 2015; Sion et al., 2019; Sun and
Lee, 2013; Wei et al.,, 2020; Wright and Raab, 2012)) dis-
cussed custom-built methodologies or processes for improv-
ing existing PIA frameworks. These papers clearly show
that researchers have already identified the need to com-
plement or improve certain parts of the impact assessment
methodologies, which, according to them, were not suffi-
ciently developed to cover the needs of emerging technolo-
gies (Scudder et al., 2018) or were somewhat obscured and
not made to address complex cases (Meis and Heisel, 2015).
For example, the developers of PRIAM? (Joyee De and Le
Métayer, 2016) argued that privacy risk analysis (which they
described as the ‘technical part’ of a PIA methodology) is
not well specified or developed in any PIA methodology. To
fill this gap, PRIAM put forth a detailed model comprising
seven components: system, stakeholders, data, risk sources,
privacy weaknesses, feared events and harms. The model

19 https://edps.europa.eu/data- protection/data- protection/
legislation/history-general-data-protection-regulation_en
20 privacy Risk Analysis Methodology
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Table 4 - Privacy impact assessment methodologies.

PIA methodology = Target audience Origin URL # papers Paper references
ICo General public UK https://ico.org.uk/ 12 (Clarke, 2016; Custers et al., 2018;
for-organisations/guide- Easton, 2017; Tancock et al., 2010a;
to-data-protection/ Theoharidou et al., 2013;
guide-to-the-general- Warren et al., 2008; Wright et al.,
data- protection-regulation-gdpr/ 2011, 2013; Wright, 2011c, 2011b,
accountability-and- governance/ 2013, 2014)
data-protection-impact-assessments/
OPC?® Government Canada https://www.priv.gc.ca/en/ 9 (Clarke, 2009; Sun and Lee, 2013;
departments and privacy-topics/ Tancock et al., 2010a;
agencies privacy-impact-assessments/ Theoharidou et al., 2013;
Wright, 2011b, 2011c, 2013,
Wright et al., 2011, 2013)
OAICY General public Australia https://www.oaic.gov.au/privacy/ 8 (Clarke, 2009, 2016; Sun and
guidance-and-advice/guide- to- Lee, 2013; Tancock et al., 2010a;
undertaking-privacy-impact- Theoharidou et al., 2013;
assessments/ Wright, 2011c, 2014; Wright et al.,
2013)
Homeland Businesses, us https://www.dhs.gov/ 7 (Clarke, 2009; Sun and Lee, 2013;
security government privacy-impact-assessments Tancock et al., 2010a;
organisations Theoharidou et al., 2013;
and agencies Wright, 2011c, 2014; Wright et al.,
2011)
Privacy Businesses, New https://www.privacy.org.nz/ 7 (Clarke, 2009; Gbadeyan et al.,
commissioner government Zealand publications/guidance-resources/ 2017; Tancock et al., 2010a;
departments privacy-impact-assessment/ Wright, 2011c, 2013, 2014;
Wright et al., 2013)
LINDDUN?® Software Belgium https://linddun.org/ 6 (Al-Momani et al., 2019;
Development Bisztray and Gruschka, 2019;
Industry Coles et al., 2018; ENISA, 2014; Meis
and Heisel, 2016; Sion et al., 2019)
Data Protection General public Ireland https://www.dataprotection.ie/en/ 4 (Wright, 2013, 2014; Wright et al.,
Commission organisations/ 2011, 2013)
know-your-obligations/
data-protection-impact-assessments
ISO/IEC General public N/A https://www.iso.org/standard/ 4 (Theoharidou et al., 2013;
29,134:2017 62289.html Todde et al., 2020; Wei et al., 2020;
Wright et al., 2011)
CNIL?® General public France https://www.cnil.fr/en/ 4 (Bisztray and Gruschka, 2019;
privacy-impact-assessment-pia Custers et al., 2018; Raphaél
Gellert, 2018; van Dijk et al., 2016)
Data Protection Sector specific EU https://ec.europa.eu/energy/sites/ 3 (van Dijk et al., 2016; Wright, 2014;
Impact ener/files/documents/ Yordanov, 2017)
Assessment 2014_dpia_smart_grids_forces.pdf
Template for
Smart Grid and
Smart Metering
systems
PIA for RFID Sector specific Germany https: 3 (Theoharidou et al., 2013; van Dijk
//www.bsi.bund.de/SharedDocs/ et al., 2016; Wright, 2011c)
Downloads/DE/BSI/ElekAusweise/
PIA/Privacy_Impact_Assessment_
Guideline_Langfassung.pdf?
__blob=publicationFile&v=1
PIAF3® General public EU https://piafproject.wordpress.com/ 2 (Wright, 2013, 2014)
HK PCPD3! Business and Hong https://www.pcpd.org.hk/english/ 1 (Clarke, 2009)
government Kong resources_centre/publications/
departments information_leaflet/

information_leaflet.html

260ffice of the Privacy Commissioner of Canada.

270ffice of the Australian Information Commissioner.

28Likability, Identifiability, Non-repudiation, Detectability, Information Disclosure, Content Unawareness, Policy and consent Noncompliance.
»Commission Nationale de L'Information et des Libertés.
30Result of an EU-funded PIA advocacy group whose aim was to review PIA policies and practices in seven countries (inside and outside the EU)
to identify the elements necessary to construct a model framework applicable to the EU.

31privacy Commissioner for Personal Data, Hong Kong.



https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://www.priv.gc.ca/en/privacy-topics/privacy-impact-assessments/
https://www.oaic.gov.au/privacy/guidance-and-advice/guide-to-undertaking-privacy-impact-assessments/
https://www.dhs.gov/privacy-impact-assessments
https://www.privacy.org.nz/publications/guidance-resources/privacy-impact-assessment/
https://linddun.org/
https://www.dataprotection.ie/en/organisations/know-your-obligations/data-protection-impact-assessments
https://www.iso.org/standard/62289.html
https://www.cnil.fr/en/privacy-impact-assessment-pia
https://ec.europa.eu/energy/sites/ener/files/documents/2014_dpia_smart_grids_forces.pdf
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/ElekAusweise/PIA/Privacy_Impact_Assessment_Guideline_Langfassung.pdf?__blob=publicationFile&v=1
https://piafproject.wordpress.com/
https://www.pcpd.org.hk/english/resources_centre/publications/information_leaflet/information_leaflet.html

COMPUTER LAW & SECURITY REVIEW 44 (2022) 105640 13

is supported by a two-step process: information gathering
and risk assessment. Along the same lines were proposed
PRIPARE?! (Notario et al., 2015; Garcia et al., 2015), pISRA??
(Wei et al., 2020), PIAMS?® (Sun and Lee, 2013), Privacy Points
(Himmel et al., 2015) and the model-based privacy analysis ap-
proach discussed in (Ahmadian et al., 2018). These research
proposals address risk analysis through software engineer-
ing techniques and quantitative methods. From their authors’
point of view, PIAs are primarily intended to cover legal as-
pects, whereas compliance with PbD principles requires an
engineering approach based on systems design. We believe
this is not entirely correct. Recently published approaches for
conducting DPIAs, such as CNIL’s February 2018 edition (see
Table 4), have been accompanied by supporting materials that
cover technical matters, although these are predominantly
served in the form of compliance checklists.

Other authors, such as (Barocas and Nissenbaum, 2014b;
Edwards et al., 2016; Mantelero, 2018; Tene and Polonet-
sky, 2013; Wright and Friedewald, 2013; Wright and
Raab, 2012), argue that, parallel to technological assess-
ment, it is imperative to consider rights and values by
assessing the impact of other factors, such as ethical and
societal values. Due to the particularities of big data, it is
important to ensure transparency in the design of algorithms,
sustainability through sound resource usage, lawful data
minimisation and sharing in the future reuse or generation of
(new) data and ultimately the impact on groups and society at
large (C. Raab and Wright, 2012; Rhoen and Feng, 2018). Given
the lack of adequate coverage of a wide range of possible
issues and concerns, including those discussed above, some
authors have argued that existing PIA methodologies must
be broadened in scope to embrace a more comprehensive
standpoint (Agarwal, 2016; Kloza et al., 2018; Mantelero, 2018;
Tancock et al., 2013; Wright, 2011a). For instance, (Di lorio
etal., 2020) and (Alnemr et al., 2015) extended the scope of the
DPIA to address privacy risks inherent to data governance,
ethics and cloud services. In the same vein, (Wright and
Friedewald, 2013) advocated the integration of the DPIA with
Ethical Impact Assessments (EIAs), as both follow similar
processes and legal issues are often intertwined with ethical
matters in the development of new technologies.

As a final note, we wish to observe that an ethical approach
to personal data processing goes beyond legal compliance. En-
terprises and organisations need to ensure that data is pro-
cessed in a way that is not ethically questionable and does
not result in unfair outcomes for individuals or adverse effects
on society, thereby infringing on fairness principles. Follow-
ing the set of guidelines issued by the European Commission
(EC, 2019), and due to the multifaceted nature of ethics and its
relevance to big data’s underlying technologies, we noticed in
our review that some Data Protection Authorities have started
to raise awareness of this matter (PCPD, 2019).

21 pPReparing Industry to Privacy by design by supporting its Ap-
plication in Research

22 privacy considered Information Security Risk Assessment
Model

23 Privacy Impact Assessment Management System

4.2.2. Coverage of privacy and data protection risks specific to
big data analytics

Regarding the assessment of the extent of coverage by the PIA
methodologies in Table 4 of the nine PTPs that answer RQ1, it
is important to note that the findings are based on our own
analysis and are thus not directly found in the reviewed liter-
ature. Table 5 shows our results in terms of the following three
classes:

1) PTP addressed in core process or supporting material (+)
2) PTP referred to but not sufficiently addressed (*)
3) PTP neither documented nor implied (-)

To assess the coverage of the PTPs for each PIA framework,
we analysed their texts or other relevant materials posted on
the associated websites. The PIAF methodology was not in-
cluded in our assessment, as its original purpose was to iden-
tify elements from existing PIA methodologies to develop an
EU model framework (De Hert et al., 2012). We also excluded
the two sector specific PIAs methodologies for smart grids and
RFID. The analysis of the remaining PIA methodologies is ex-
plained next.

4.2.3. CNIL

CNIL’s PIA methodology offers a good coverage of the more
privacy risks related PTPs. Because of its well-rounded set of
supporting materials?® in the form of templates, checklists
and a software tool, it adequately addresses the processing op-
erations related to PTPs (4), (6) and particularly (8), despite the
issue of integrating some of the materials with its guiding pro-
cess (Bisztray and Gruschka, 2019). However, given that it in-
sufficiently addresses PTPs (1)-(3), (5) and (8), it must undergo
further development for addressing data protection risks in
the Big Data Analytics context. Finally, PTP (9) is not covered
at all although ethical and societal concerns for the use of
algorithms were presented in one of its reports back in 2017
(CNIL, 2017).

4.24. UKICO

The UK ICO PIA methodology can be regarded as an elabo-
rated version of the DPIA. It addresses many of the identified
PTPs in one of its complementary guides (Butterworth, 2018;
ICO, 2017), where it provides general instructions on conduct-
ing a PIA for big data. In the same guide, it offers strategies to
mitigate certain big data risks in each DPIA process step. How-
ever, we believe that this document does not cover all PTPs in
sufficient depth, in particular PTPs (5) to (9), and falls short of
providing a set of tools (e.g. templates) or a detailed method
for carrying out a privacy risk assessment in a Big Data Ana-
lytics context. Concerning the PTP (9), we noted that ICO had
launched an online consultation about views on data handling
ethics across all sectors and organisational sizes with a clos-
ing date of 8 January 2021. The description published on ICO’s

24 This comprises four documents: methodology, knowledge
bases, application to IoT devices and templates. The methodology
is also accompanied with a open source application for carrying
out the DPIA electronically.
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Table 5 - Extent of coverage of PTPs by PIA methodologies.

More privacy risk related

More data protection risk related

PTP (4) PTP (6) PTP (8) PTP (9) PTP (1) PTP (2) PTP (3) PTP (5) PTP (7)
CNIL dh + Jh - * * ® * ®
UK ICO + . . + + i . .
ISO/IEC 29,134:2017 C o + - * * _ * +
OPC c = = - _ _ * *
OAIC © + * * * * * *
US Homeland Security - - * - * * _ * M
NZ Privacy Commissioner - * G - o = = = *
LINDDUN + 4k * = - + + + *
IRL Data Protection Commission * - - = o * * * *
HK PCPD - - - - = = = - —

(+) PTP documented or addressed in core process or supporting material.

(*) PTP referred to but not sufficiently addressed.
(-) PTP neither documented nor implied.

website” specifically mentioned the importance of consider-
ing ethics for ‘particularly complex situations’ when under-
taking a DPIA. We may therefore expect a better coverage of
this PTP in future releases of this PIA methodology.

4.2.4.1. ISO/IEC 29,134:2017 ISO/IEC 29,134:2017 focuses
heavily on defining processes closely resembling those found
in project management methodologies. This likely explains
the meticulous attention paid to consulting stakeholders
to determine the scope of the PIA (i.e. PTP (7)). ISO/IEC
29,134:2017 offers practical guidance by specifying the objec-
tive, input, expected output and actions for each step, includ-
ing a well-structured report. Hence, it received a good evalu-
ation for PTP (8). It also includes example scales and criteria
for estimating the level of impact and likelihood of generic
privacy risks but does not address risks specific to big data.
Hence, PTPs (3) and (9) are neither implied nor documented.

4.2.4.2. OPC OPC’s guide to PIAs focuses solely on federal
public sector institutions. The guide refers to all privacy mat-
ters and includes an extra phase for risk analysis. Although
it addresses matters related to data collection, use, disclo-
sure, retention, quality (through accuracy) and transparency
(through openness), it is highly generic, as none of its core
topics refers to the handling of big data. Nonetheless, articles
posted on the OPC website discuss some broad implications of
big data, including those linked to societal and ethical matters
(Bennett and Bayley, 2015; Kosseim, 2016).

4.2.4.3. OAIC OAIC’s guide is geared towards the private
sector and government agencies. Its methodology is quite
broad and covers several data privacy concerns, including
data/information quality, retention, security and risk manage-
ment (i.e. PTP (6)). However, it does not incorporate processes
related to big data or Big Data Analytics, although pertinent
information is found in separate guides available on its web-
site (OAIC, 2018, 2019a) .

2 https://ico.org.uk/about- the-ico/ico-and-stakeholder-
consultations/ico-consultation-on-the-role-of-data-ethics-in-
complying-with-the-gdpr/

4.2.4.4. US homeland security The PIA methodology from
the US Department of Homeland Security is primarily geared
towards government departmental programmes and systems.
As such, it focuses on information stored in government sys-
tems and new or substantially changed technologies used to
process personally identifiable information. It introduces a
number of roles parallel to those in the DPIA whilst placing
greater emphasis on the use of the term ‘privacy’ as opposed
to ‘data protection’. For example, the tasks and responsibilities
of the Data Protection Officer in the DPIA are carried out by the
so-called Chief Privacy Officer in the Department of Homeland
Security. In terms of content, the methodology is fairly high-
level and thus does not provide in-depth guidance for assess-
ing the impact of Big Data Analytics projects. PTPs (2), (5), (7),
and (8) are briefly discussed in some of its PIA example doc-
uments, such as (DHS, 2014) and (DHS, 2020), available on the
US Department of Homeland Security website.

4.2.4.5. NZ privacy commissioner The PIA toolkit of the
NZ Privacy Commissioner targets both businesses and gov-
ernment organisations and is more detailed than the US De-
partment of Homeland Security document in terms of con-
tent, making it relatively easy to apply in a practical context.
On the other hand, apart from short online articles and ref-
erences to other websites, we could not find any substantial
document explaining how to conduct a PIA in the Big Data
Analytics context. Similar risks to those found in Big Data An-
alytics environments were discussed in a paper on the Com-
missioner’s position on biometric data (NZPC, 2021) published
late in 2021, but again, the role of PIAs and the necessity of
considering privacy concerns were simply noted.

4.2.4.6. LINDDUN LINDDUN was designed as the
privacy-related equivalent of the STRIDE method
(Johnstone, 2010). It is a privacy threat analysis methodology
used to identify privacy-related vulnerabilities in the early
stages of a product development process (Al-Momani et al.,
2019; Deng et al.,, 2011). As such, its primary focus is on
the technical and engineering process aspects of privacy,
paying lesser attention to legal compliance perspective
(Bisztray and Gruschka, 2019; Wuyts and Joosen, 2015). This
shortcoming has been noted by the DistriNet research group,


https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-consultation-on-the-role-of-data-ethics-in-complying-with-the-gdpr/
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which maintains the methodology and a proposal for how
to rectify the issue is outlined in one of the group’s research
papers (Sion, Dewitte, et al., 2019). We believe that this kind
of improvement requires more development work including
finding its way into an updated version of the official tu-
torial, which at the time of this writing dates back to 2015.
Nonetheless, we expect that it will help to better explore the
symbiotic relationship between technical and legal privacy
risks for the DPIAs. In terms of strengths, LINDDUN enables
the identification of privacy risks related to de-identification,
inference and disclosure, thanks to its extensive elicitation
of data flow diagrams and threat modelling, thereby directly
addressing PTPs (2), (3) and (6). Similarly, PTPs (4) and (5) are
also addressed by examining data detectability and non-
compliance. Something that LINDDUN has done quite well -
and which is not found in other PIAs is the steering of threat
mitigation towards solutions based on privacy-enhancing
technologies. However, we cannot say the same for PTPs
(7) and (8). Although LINDDUN uses visual representations
of information flows, it is less intuitive and perhaps cum-
bersome for non-privacy stakeholders. Moreover, the steps
related to documentation are not well developed (Wuyts et al.,
2020). Finally, we could not find anything directly relevant to
addressing societal and ethical concerns; hence, we consider
PTP (9) to be not covered.

4.2.4.7. IRL data protection commission The information
about the PIA methodology of the IRL Data Protection Com-
mission is almost identical to that on the EU DPIA. It provides
high-level coverage of PTPs (1) - (5), and (7) but does not partic-
ularly address the treatment of processing operations in the
Big Data Analytics context. Hence, we classified its coverage of
these PTPs as not sufficient. We found very little information
about the remaining PTPs - (6), (8) and (9) — despite that they
are largely privacy-related.

4.2.4.8. HK PCPD The PIA methodology of the HK PCPD
is quite abstract, with the entire process contained in a docu-
ment of just four pages. The impact of big data including eth-
ical matters are discussed in articles scattered on the organ-
isation’s website, but the concerns or findings expressed are
not reflected in the PIA methodology.

5. Discussion and future work

The primary purpose of this literature review was to provide a
qualitative analysis of existing PIA methodologies that could
be used to assess privacy or data protection risks for applica-
tions relying on Big Data Analytics technologies. While impos-
ing a DPIA, the GDPR does not reference a concrete data pro-
tection risk assessment method beyond describing the min-
imal content of a DPIA in Article 35(7). Notably, this could
cause many problems in the Big Data Analytics context, where
the volume and type of processing operations are inherently
larger in scale and more complex. We were therefore inter-
ested in finding out whether we could learn from PIA method-
ologies how to conduct a DPIA in an environment with Big
Data Analytics applications.

Given the multidisciplinary nature of our research topic,
we searched ten online databases, including general aca-
demic ones (e.g. Web of Science, Scopus), and some more

engineering-orientated (e.g. IEEE, Xplore, ACM) or legal science
focused (e.g. International Data Privacy Law), to retrieve rel-
evant publications. We discovered papers discussing estab-
lished PIA methodologies aiming to enable organisations to
conduct generic privacy or data protection risk assessments
as well as privacy threat analysis frameworks maintained by
research institutes, with a strong focus on the analysis and
mitigation of data risks based on privacy engineering tech-
niques and principles. These frameworks were often proposed
as extensions of existing PIA methodologies.

Our research findings show that no single PIA methodology
appears capable of addressing all Big Data Analytics-specific
privacy and data protection risks. To demonstrate this, we
identified nine Privacy Touch Points (PTPs), as categories of
Big Data Analytics-specific privacy and data protection risks.
Next, we analysed to what extent these PTPs are covered by
the PIA methodologies discussed in our publication sample.
Here we notice that three PIA methodologies stand out. The
PIA methodology of CNIL provides a good coverage of most pri-
vacy related PTPs, but not of the more data protection related
PTPs. Exactly the opposite is true for the UK ICO PIA methodol-
ogy. The LINDDUN privacy engineering approach provides the
broadest coverage with two out of four privacy related PTPs
and three out of five data protection related PTPs sufficiently
covered. The seven other methodologies assessed, including
the ISO/IEC 29,134:2017 standard, barely cover any specific pri-
vacy or data protection risks that are specific to the Big Data
Analytics context.

Our study not only allowed to reveal existing PIA method-
ologies’ weaknesses and strengths with respect to privacy and
data protection impact assessment in Big Data Analytics en-
vironments, but also to obtain a broad understanding of how
to better address Big Data Analytics-specific privacy and data
protection risks in DPIAs imposed by the GDPR. To go forward,
one option would be to devise a best-of-breed methodology
for conducting a DPIA for big data by combining the best-
evaluated parts of each assessed methodology. However, we
believe this approach is overly simplistic, given that PIAs are
viewed by many authors as more of a compliance check than
a process. Moreover, combining parts of different PIA method-
ologies does still not guarantee effective coverage of all risks.
Our analysis of the nine PTPs revealed weaknesses in virtu-
ally all existing methodologies (e.g. PTP (9) is not sufficiently
covered by any of the reviewed methodologies).

An alternative and preferred path would be to design spe-
cific DPIA guidance for the Big Data Analytics context bottom-
up, but by considering both the nine categories of privacy and
data protection risks we defined in this paper as Privacy Touch
Points and how these risks were addressed in PIA method-
ologies that cover them well. Further, to confirm our find-
ings based on the reviewed literature and to fill in missing
gaps, we are planning a study that uses the Delphi technique
(Cantrill et al., 1996) by designing questionnaires in a similar
manner to (Alnemr et al., 2015) and sending them to a panel
composed of both privacy and big data experts. By consulting
and confronting the opinions of both types of experts, we in-
tend to confirm, and if needed modify, our PTPs and suggest
specific guidance to make the GDPR’s DPIA more fit for the Big
Data Analytics context.
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6. CONCLUSION

Big data, and specifically Big Data Analytics, have improved
efficiency and created significant opportunities for today’s
information-intensive services. However, their benefits are re-
stricted by the unintentionally heightened risk they carry of
breaking the law, as they are relatively easy to compromise
due to the vast amounts of personal and sometimes sensitive
data that they process.

Based on our analysis of 159 systematically reviewed arti-
cles, we conclude that, despite the large number of papers dis-
cussing the general use of privacy impact assessments, there
is still a need for a methodology more pertinent to privacy
and data protection risks in environments storing big data and
applying Big Data Analytics algorithms. As our research in-
terest is the GDPR, we are naturally keen to further develop
methodological guidance for conducting DPIAs as required by
the GDPR and make this assessment methodology useful for
organisations and users with limited knowledge of privacy
and data protection. As this is not something to be accom-
plished hastily by simply compiling the best-evaluated parts
of each reviewed PIA methodology, we will employ the Del-
phi technique as a decision-making and consensus-seeking
technique to make an informed choice about the most rel-
evant risk assessment criteria in the PIA methodology sam-
ple. These criteria will be selected by analysing the responses
collected from scholars and experts in the fields of privacy
and big data. Our goal for the next phase of our research is
to develop a more comprehensive DPIA methodology wherein
we suggest improvements that would enable organisations
and data controllers alike to identify weaknesses and possible
legal infringements in their processing operations involving
Big Data Analytics. The current systematic literature review
is a crucial step in building the knowledge base required for
achieving our research goal.
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